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Digital Citizen Identity Privacy Management

Ability to build and manage a healthy Ability to handle with discretion all personal information
identity online and offline with integrity shared online to protect one's and others’ privacy

Screen Time Management
Ability to manage one’s screen time,
i and one's in onli

Critical Thinking
Amlny to distinguish between true and
alse info, good and harmful content, and
| ustworthy and questionable contacts online

CITIZENSHIP

Digital Footprints
Ability to understand the nature of
di (.,n(.vl footprints and their real-life consequences

@ nd to manage them responsibly

Cyberbullying Management

Ability to detect cyber-bullying situations
and handle them wisely

Cyber Security Management Digital Empathy
Ability to protect one’s data by creating Ability to be empathetic towards one's own and
strong passwords and to manage various cyber attacks others' needs and feelings anline
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Abstract:

The study aimed to explore the state of Consciousness of
the mechanisms of social control of digital citizenship and its
reflection on the trends of youth towards the applications of smart
systems, based on a proposed theoretical module for sociological
analysis at the macro and central levels as a study guide, using the
scientific method with its descriptive-analytical method, and the
method of Social Survey by sample, through the design of an
exploratory measured Survey measuring tool, using the Delphi
guide for experts Delphi technique, according to the Likert scale
gradients (Quaternary - scale, Pentatonic - scale) in descending
order. The study targeted the Egyptian society in general to be its
spatial scope, by applying to a non-probability purposive sample
of Egyptian youth identified in two generations (Generation Y)
and (Generation Z). The online selection and digital sampling
technology have been customized to allow for the absence of
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geographical restrictions when applying and the study limits
spatially. Specifically, based on The Intercept preview or The
Intercept/ Pop-up Sampling applied to a sample of (573)
individuals, its final results confirmed the importance of digital
citizenship and its role in understanding the complex and difficult
reality of technology in protecting society and individuals from
the dangers arising from it within the framework of awareness of
its social controls. The existence of a statistically significant
correlation between consciousness of the controls of digital
citizenship and its determinants in its various dimensions, the
practice of digital citizenship with responsibility, consciousness
and awareness, and trends towards the application of smart
systems in digital citizenship among youth confirming on the high
level of consciousness of the mechanisms of social control of
digital citizenship, and this is reflected in the trends of youth
towards the applications of smart systems in the Egyptian society.
The existence of statistically significant differences between the
average degrees of consciousness of the controls of digital
citizenship, and the trends towards the applications of smart
systems in digital citizenship among youth is due to the different
social characteristics of the study sample, and the relative
contribution of these characteristics and the practice of digital
citizenship with responsibility, and consciousness in predicting
trends towards the applications of smart systems was confirmed.
In conclusion, the study recommended the need to formulate
appropriate (preventive and motivational) policies to deal with the
digital society and the applications of smart systems in digital
citizenship.

Keywords: Social Consciousness, social control, digital
citizenship, smart systems, social responsibility.
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